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NICB Personnel in Louisiana

= Special Agent Allen Applewhite — Liaison — LSP - LDI

= Special Agent Ted Raley

Louisiana Vehicle and P&C Territories
SOUTHWEST REGION
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2013 Questionable Claims:
By State

Legend

P 73373
B 372 - 808
| 809-1577
[ 1578-3253
! B 3254 - 22,758

*Not all Questionable Claims contain sufficient information to be mapped
ppe D Pip states



Presenter
Presentation Notes
 Here we have the most recent data which indicates that the most questionable claims are coming from the largest �  metropolitan areas



Total QC’s Louisiana - (NO& BR)
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Policy Type - (Personal Auto) NeC2
-
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Personal . . Commercial . Commercial Personal
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Personal Auto Property - . General . N - Property - Other  Property -
Homeowners Property - Other  Automobile andLI;Zan:J?IIitt);ers Liability Property - Fire Multi-Peril Propert Mobile Home
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Loss Type - (Bl & Theft)

Vandalism &

Property
Damage

Hail Comprehensi.. Malicious
Mischief

PIP

Other Auto

Theft Collision Burglary

Bodily Injury

B 2012 W 2011 M Tota

M 2013

YEAR
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Referral Reasons

Questionable
Prior Faked/ Vehicle Theft Suspicious
Exaggerated {Auto, Boat, TheftiLoss (Not
LossiDamage o, ; Vehicle)

eavy
Equipment, etc.)
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Louisiana “Hot Spots” 2013 N2
S

2013 Rank CBSA MSA Name 2013 Thefits 2013 Rate
51 35380 Mew Orleans-Metairie, LA Metropolitan Statistical Area 3,763 303.23
B7 29340 Lake Charles, LA Metropolitan Statistical Area 492 243.52
o1 25220 Hammond, LA Metropolitan Statistical Area 201 240.01
106 10780 Alexandria, LA Metropolitan Statistical Area 335 216.47
120 33740 Monroe, LA Metropolitan Statistical Area 344 192.65
139 43340 Shreveport-Bossier City, LA Metropolitan Statistical 08 178.74
Area
156 12940 Baton Rouge, LA Metropolitan Statistical Area 1,390 169.48
223 26380 Houma-Thibodaux, LA Metropolitan Statistical Area 278 132.45

240 29180 Lafayette, LA Metropolitan Statistical Area 588 122.73

© 2014 National Insurance Crime Bureau 10
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Louisiana “Hot Wheels” 2013 el
eSS

1 = = e
Chevrolet Pick-Up (Full Size) 1999 HATIGNAL INSHRANEE GRS suRsa
2 NICB's Hot Wheels:
America’s 10 Most Stolen Vehicles
Ford Pick-Up (Full Size) 2006 e e
%, Hormda A e o Jomy Drocige Pickoup (Ful Siee)
3 Y . =T o
Dodge Pick-Up (Full Size) 2001 - —— ‘:"_ R
4 T .
Honda Accord 1995 . -
5 Abowve: the To:ﬂll maoast stolen vuhlcl:;

in the nation for 2013

GMC Pick-Up (Full Size) 1999 i
6 T Honda Civic

Chevrolet Impala 2008 =
7

Missan Altima 2012

Toyota Camry 2012
8

Chevrolet Tahoe 2001
9

MNissan Maxima 2006
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Good News! el

FBI predicts a reduction in national vehicle thefts of 3.2 percent when
final 2013 statistics are released later this year.

FBI's preliminary 2013 vehicle theft estimates indicate thefts will be
under 700,000—a number not seen since 1967 and a reduction in
vehicle thefts of over 50 percent since 1991.

THEFTS
1,700,000

1,275,000
850,000

425,000

1981 1996 2000 2008 22 2013
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Why the decrease in thefts? RlS
-

Manufacturers Vehicle Anti- Theft Systems
Public Awareness

Vigorous & Effective Law Enforcement Investigation and
operations

“The drop in thefts is good news for all of us,” said NICB President and CEO Joe Wehrle. “But
it still amounts to a vehicle being stolen every 45 seconds and losses of over 54 billion a
year. That’s why we applaud the vehicle manufacturers for their efforts to improve anti-
theft technology and pledge to continue to work with our insurance company members
and law enforcement to identify and seek vigorous prosecution of the organized criminal
rings responsible for so many of these thefts.”

© 2014 National Insurance Crime Bureau 13
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Emerging Threats - Vehicle Theft - ID / Finance Theft l‘l%s%

NATIONAL INSURANCE CRIME EUREAU

One of the newest schemes involves the use of stolen forms of identification.
Crooks use stolen IDs to fraudulently lease or obtain loans to purchase new vehicles.

Once they drive the vehicle off the dealer’s lot, they skip out without ever making scheduled
payments.

Often, the cars are then sold to unsuspecting buyers after the Vehicle Identification Numbers (VINs)
have been switched, or exported out of the country.

Detroit, MI - Crooks used stolen IDs to fraudulently lease five vehicles worth more than $300,000
which they later planned to sell.

Noticeable increase in this type of auto theft but no central database that quantifies these crimes.

“Trying to put a number on these kinds of thefts is a challenge,” said NICB President and CEO Joe
Wehrle”

Most of these thefts don’t show up in traditional crime reporting numbers and become financial
losses for lenders, car rental companies and others.
f

E2
il
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Port of Long Beach - Luxury Car Thefts l‘l!%g

NATIONAL INSURANCE CRIME EUREAU

4,384 luxury class vehicles were stolen during the period covered by this
report.

Of the 4,384 luxury vehicles stolen, 713 remain unrecovered at the time of the
report.

Not all "hot" cars are boosted in the dead of night. Some are driven right off
the showroom floor by people who appear to be legitimate buyers.

Those thefts often involve financial fraud and don't wind up in the stolen car
reports.

http://www.consumeraffairs.com/news/car-thieves-favor- mercedes benz-
073013.html

© 2014 National Insurance Crime Bureau 15
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Emerging Threats el

NATIONAL INSURANCE CRIME EUREAU

Thieves defeat keyless entry to break into cars

Chris Woodyard, USA TODAY 6:12 a.m. EDT August 6, 2014

More thieves are using high-tech electronic devices to break through the kevless-entry systems that lock up modern cars, the National
Insurance Crime Burean reports_l

The thieves are using electronic "scanner boxes” that allow them mimic the signal emitted by key fobs that open car doors with the
click of a button, the NICE says.

© 2014 National Insurance Crime Bureau 16
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Keyless Entry BMV wE-==
-

"Our law enforcement partners tell us they are seeing this type of criminal activity and have recovered some of the 1llegal devices,"
NICE CEQ Joe Wehtle savs in a statement. "And unfortunately, some of these devices are available on the Internet.”

The phenomenon 15 coming oh fast. It was only last year that police in Long Beach, Calif . asked for the public's help trying to identify
three suspects wanted in connection with a series of auto burglaries. At the time, they used what police called "unknown technology”

to gain entry to cars without the keys. Apparently now, it's known.

To protect themselves, consumers should take the usual precautions, like making sure they don't leave valuables in sight within their

cars.

17
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Passive Anti-Theft Ignition System  N=CE2

NATIONAL INSURANCE CRIME EUREAU

Automobile manufacturers use magnetic coupled transponder systems.
“Passive in nature” - No electricity or self power source

Operate in the frequency range area of 125 kHz.

Limited range of communication-1cmto 15 cm.

Radio frequency can penetrate materials such as the plastic or rubber in
the bow of a key.

RFID Chips Used In Humans

Grain of rice

The“cut away” key
shows an example
of a transponder
embedded in the
head (or bow) of
the key.

RFID Chip .-

© 2014 National Insurance Crime Bureau 18
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Passive Anti-Theft Ignition System  NsC=

NATIONAL INSURANCE CRIME EUREAU

Process of key identification is similar in most automotive transponder systems.

Key is inserted into the ignition lock and turned to‘on’ or ‘run’ position.

Induction coil mounted around the ignition lock sends out electromagnet field of energy.
Windings in the transponder chip absorb energy and power electronic chip to emit a
signal.

Signal is usually an alphanumeric sequence which is considered the identification code.

Induction coil reads signal and sends it to ECU or other computer device to authenticate
the signal.

If signal is recognized in the computer’s memory, signal is accepted and electronic
components of vehicle permit starting of the vehicle or the continuation of engine
operation.

Note: Some immobilizer systems tend to remember last key code for so long that they
may accept a “non-transponder key” even after a few minutes of taking out the original
key from ignition.

I

© 2014 National Insurance Crime Bureau 19



System Diagram LA LRS
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Remote Keyless Entry Fobs a2

e
Remote keyless entry fobs emit a radio frequency with a designated, distinct
digital identity code.

“Programming" fobs is a proprietary technical process, typically performed by
the automobile manufacturer.

Point of fact: Itis the vehicle computer which is programmed in the process,
not the fob itself.

The general procedure is to put the car computer in 'programming mode".

Once in 'programming mode' one or more of the fob buttons is depressed to
send the digital identity code to the car's onboard computer.

The computer saves the code and the car is then taken out of 'programming
mode"

© 2014 National Insurance Crime Bureau 21



Keyless Entry Theft LA LS
e

Researchers at ETH Zurich discovered encrypted signals easy to intercept and trick.

The theft works by setting up two antennas, one near the targeted vehicle and one near the holder of
the key fob.

The person with the antenna aimed at the owner of the key fob needs to get within 26 feet of the
target.

Once the antenna is near the intended victim’s key fob, the key transmits a low-power signal to the
antenna, which is then relayed to the antenna near the vehicle.

Once that occurs, the thief can unlock the doors to the vehicle.

Swiss researchers hacked into eight car manufacturers’ passive-entry systems using this method.

No cryptology protocol could stop it.
The “nasty aspect of high-tech car theft” is that it doesn't leave any sign of forced entry

22
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Keyless Entry Theft

»i

ENABLE [ BISABLE | 2t-

PASSIVE ENTRY
AND VEHICLE
STARTIRG SYSTEM
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How to un

lock Keyless Entry

on Automobiles

Type this Into the keypad. Just keep

have tried. example:

ENTER
134785940 - This trios th
combinations for:

13478, 24785, 47858, 78594, and
85940,

simple as that!

IT TAKES ROUGHLY 7 minutes to enter all of the number in. Having
someone say them too you makes It easier. Always start from the
top left to the bottom right.

croated by DiGital 5000

TISTIT1711119111331
1971119811113113151
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5731157511
Fss1AnI1
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1317113191133311335
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151911533115151153711530

1795115011 190119131
10771197511002110951 180
AT79TITEIT 513197131007
337513377113701339313385
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373513757137301377313775

TSR3 I3 513170
33551335713350913373

373513727137391

553715539155531
573515737157331
533313035152371
7151717771791
737517377173791
F37517577175791

IRINT PRI PR FA951 70871 HE 19194191 6
157103501937 31 E 7919303193951930
HYEET I8 B57919509 1550519547 105018
977319775197771937919793197951879719799199331993519937
GI751G0771997010083189051909071800035333533937333293335

9379951786717999393951919719399
73975315775107773477510795197
STSEEE555775557955507555085575
99575774
1759778

a7

5 azs

508577557
BIBTAOIANED A 00705999

3
3955510557395581657539577395701859559597 8569197553975
397693005539357105501007539477107930945314567109335555
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TOETTA7EFIH0GFOE05T0705767 4570975 799950697 505095
TR AaE A2 IO PN E BE PRSI0
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uper
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elect

€
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WITH TIMER CONTROL

TEST BEF ORE USING

POCKET = READER?
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Transponder Key replacements
]

= After-market providers Think yessdox parchesing: |

Hillman Keys

the

HILLMAN

Transponder key

program

THE

http://www.youtube.com/watch?v=0kDqiZaZv
BY R,

0590 Hamifton Ave,
Cancinnati, Ohio 45231
Phone: 1-800-800-4800
www hilimangroup.com

© 2014 National Insurance Crime Bureau 24
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When in doubt?

Consider services of forensic locksmith

Qualified interpreting and evaluating the effectiveness of transponder-based
systems

Insurance companies and police held out as the bad guys
Misplaced trust in the integrity of transponder-based immobilizer systems
Methods of theft evolve directly behind changes in technology

While many forensic examiners, law enforcement officers, and insurance SIU
personnel are familiar with the class characteristics of transponder systems,
most are not familiar with the intricacies of the individual characteristics

A qualified forensic locksmith/examiner, armed with the correct tools and
experience, can retrieve data from the vehicle that provides clues as to the
status of the vehicle at the time of last operation

© 2014 National Insurance Crime Bureau 25



Transponder vehicles can be stolen NS
———————

Ivan Blackman, the manager of the Vehicle Information and
|dentification Program for the NICB, says that:

“Insiders are gradually getting over their dogmatic belief in the
invincibility of transponder systems”.

“Companies are slowly realizing that the cars can be stolen,”

“Most of the dogmatic belief in the invincibility of transponder
systems, came from a lack of knowledge of these systems and how
they operated”.

© 2014 National Insurance Crime Bureau 26
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Strategies AL

Ten Ways to Reduce Auto Thefts & Break-ins

Completely CLOSE REMOVE All Valuables
All Windows

INSTALL a Steering
Wheel Locking Device

LOCK All the Doors

- el ‘ S INSTALL an Alarm System
INSTALL a e — _— with a Kill Switch

Locking Fuel Cap

e NEVER Leave

A . Your Vehicle
INSTALL a Vehicle Running
Tracking System Unattended

INSTALL an Ignition
or Fuel Cut-off Switch

PARK in Well-Lit Locations.
Avoid Isolated Areas

© 2014 National Insurance Crime Bureau 27
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Strategies - Public Awareness NESSS

NATIONAL INSURANCE CRIME BUREAU

Theft Prevention

HIDE BEWARE

YOUR THINGS 1) Remove valuables from your vehicles
and lock your doors.

2) Park in a well lit area.

4) Keep an eye and ear out for suspicious

TAKE or unusual activity.

YOUR KEYS 5) Call the police immediately (911 or
614-889-1112) if you witness a crime or
A Reminder From if you witness something suspicious.
Your Local
5 I'IIIII:B Department I'I.I'l'!'l--.n'l-,l:l.l"

© 2014 National Insurance Crime Bureau
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Support LATIFPA Bait Vehicle Operations ~ INACS

IME BUREAU

Vehicles needed for participating LE agencies
Deployed through NICB Vehicle Use Agreements, (VUA)
Quarterly Reports — Performance Accomplishments
Proven Results — Reduction in BMV Offenses

Reduction in claims handling and claim losses

Salvage items needed as “bait”

.
LATIFPAs

Louisiana Department of IASUrance
PARK SMART TIPS

www.ldi.la.gov 1-800-259-5300
© 2014 National Insurance Crime Bureau
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National Automotive Service Task Force ﬁ NN\ SSS

S N S

NATIONAL AUTOMOTIVE SERVICE TASK FORCE

What is the VSP Registry?

Professional (VSP) Registry is a service created from the NASTF Secure
Data Release Model (SDRM)

Project of the NASTF Vehicle Security Committee.

SDRM is a data exchange system conceived and designed
cooperatively by automakers, the independent repair, insurance and
law enforcement communities.

Allows the aftermarket to access security sensitive information related
to automobiles, i.e. key codes, PIN numbers, immobilizer reset
information, and similar types of information.

The NASTF VSP Registry program allows access to security-related
information while protecting the safety and security of consumers and
the integrity of automobile security systems.

© 2014 National Insurance Crime Bureau 30



Who should use the NASTF VSP Registry and why? HI%Q

USA-resident* locksmiths and service technicians qualified in vehicle
security system repairs need a subscription to the NASTF VSP Registry
in order to purchase security codes and VIN-specific computer files
directly from the OEM/automaker.

Most automakers/OEMs make this information available instantly from
their websites

31
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Parties Responsible for SDRM and the VSP Registry N2

NATIONAL INSURANCE CRIME EUREAU

Committee (VSC), NASTF is responsible for bringing the parties together to identify
and prioritize security information gaps and to help the Industry build and modify
the systems necessary to close the gaps.

The NASTF VSC has a standing Security Review Committee to manage disputes
regarding enrollment in the Registry and access to security-related service
information.

Automakers: responsible to host service information websites and/or call centers
that serve as the portal to security-related service information. A complete list of
automaker website URLs is available on the NASTF website at the OEM Service
Websites link.

NICB: responsible to log transactions with automakers that involve security-related
information. The National Insurance Crime Bureau protects consumers and
automakers and also represents the insurance and law enforcement

communities. NICB maintains transaction logs for all security-related information
and provides forensic evidence to law enforcement to investigate automotive
related crimes.

© 2014 National Insurance Crime Bureau 32
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NASTF VSP Registry provides: A e

NATIONAL INSURANCE CRIME EUREAU

Consumer choice by ensuring that vehicle owners can choose aftermarket service
providers who have access to security-related information, tools and components.

Control of security-related information and tools by the owners of these resources - the
automaker and the consumer. No outside entity has access to or control of the
manufacturer's/consumer's data without strict security protocol and oversight.

Improved indemnity (compared to many current practices) for automakers from legal
actions resulting from the unauthorized use, misuse, or illegal use of any security-related
information.

The NASTF VSP Registry ensures that responsibility for governance of independent
repairers falls on the independent aftermarket service industry, not automakers.

The NASTF VSP Registry also meets insurance industry expectations for security with
respect to release of security-related information.

© 2014 National Insurance Crime Bureau 33



How it works: N2

The NASTF VSP Registry provides safeguards to automakers and their customers to allow
a change in the historic/customary practice of strict limitation of access to security-
related service information, tools, and components to the aftermarket.

Ability to identify stolen vehicles through NICB data analytics, ISO, NCIC, SDRM
Investigative leads sent to NICB Special Agents & Law Enforcement Partners
NICB - Vehicle Interest Notice — ISO Query - Contact Special Agent

Sps S

Automaker Automaker

|
User Store Transaction Log " /LSID Registry

NASTF LSID P
/ / MNASTF
e I NASTF
e = ‘:" D e e e Transaction Log
SO 5
Automaker Web Site
9

Vehicle Reset
History / Log

Registry LSID
Licensee

NICB Vehidle
Reset Notifichtion

L H
ANV,
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NATIONAL INSURANCE CRIME EUREAU

Questions?

FRAUD
: A e -
www.nicb.org

W

© 2014 National Insurance Crime Bureau 35




	Slide Number 1
	Regional Field Operations 
	NICB Personnel in Louisiana 
	Priorities
	Slide Number 5
	Total QC’s Louisiana – (NO& BR) 
	Policy Type – (Personal Auto)  
	Loss Type – (BI & Theft) 
	Referral Reasons 
	Louisiana “Hot Spots” 2013
	Louisiana “Hot Wheels” 2013
	Good News! 
	Why the decrease in thefts?
	Emerging Threats - Vehicle Theft – ID / Finance Theft 
	Port of Long Beach – Luxury Car Thefts 
	Emerging Threats 
	Keyless Entry BMV
	Passive Anti-Theft Ignition System
	Passive Anti-Theft Ignition System
	System Diagram 
	Remote Keyless Entry Fobs
	Keyless Entry Theft 
	Keyless Entry Theft 
	Transponder Key replacements 
	When in doubt?
	Transponder vehicles can be stolen 
	Strategies
	Strategies – Public Awareness 
	Support LATIFPA Bait Vehicle Operations 
	National Automotive Service Task Force  
	Who should use the NASTF VSP Registry and why?�
	Parties Responsible for SDRM and the VSP Registry�
	NASTF VSP Registry provides:�
	How it works:
	Slide Number 35

